GO User Guide

Accessing GO With an RSA Hard Token

The Global OpenNet (GO) system can be accessed with an RSA Hard Token passcode. Once
properly set up, users will utilize 1) their OpenNet Username and Password and 2) a PIN plus an
RSA Token passcode to access the GO system using their desktop or laptop computer.

Global OpenNet (GO) users must provide the following information to access the system:
1. OpenNet Username
2. OpenNet Password
3. RSA Pin + Passcode

Before logging into the GO system, it is necessary to follow this preliminary system setup
procedure and compatibility check. Please go through these initial steps before performing any of
the procedures that follow later in this document.

NOTE: Although this “GO User Guide — Accessing GO with an RSA Soft Token” provides
information for all GO users, for instructions on using a Mac system to access GO, see
“GO Quick Guide for Mac”, or for more detailed instructions, “GO User Guide for Mac”.

1.1.GO System Access and Setup

Steps Screen

1. Access the GO System via D
http://go.state.gov. On the GO Home { (A [ \U.S. DEPARIM ENW-@&S@
Page, touch the “Required System ' 7 Global GpenNet

Setup” tab at the top of the page, and in
the drop down menu, select Required
System Setup — Windows or
Required System Setup — Mac. After

SYSTEM STATU

ANNOUNCEMENT: Profiinary asing i shcu it the Widows 3 s il oot GO and supports
I

selecting it, either the Windows or Mac P e S e S T
Required System Setup page will e
appear below, as per the Windows page : :':“

shown on the right. o

Sea "HELP)

Far help, plaase contact the IT S—emcec ntar WSCJM 1-877-246-8493 if you need assistance aker you have complated
steps a5 oulhned n the GO User Guides.
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Steps Screen

2. Ensure TLS v1.0 is enabled in your

browser. To do thiS, in Internet General | Security | Privacy | Content | Connections | Programs | Advanced
Explorer navigate to "Tools" > Settings

"Internet Options”, and then select the Empky Temporary Internet Files Folder when brawser is clc 4
"Advanced Tab", and check mark Enable native XMLHTTP suppart

"Use TLS v1.0" if it is not already (@ Prsing Hker

check marked, as shown in the screen
to the right. Click on the “Apply”
button.

All screens are from Windows Internet
Explorer. If you are using Mozilla Firefox,
Google Chrome, or another web browser, el dedh e vt bl B
equivalent “Internet Options™ screens with Restore advanced settings |
equivalent ““Advanced” settings can be Reset Intetnet Explorer settings

displayed. o o Al changed st

‘¥ou should only use this if your browser is in an unusable state,

w
>

~
EERFEEO
Q0®

[tjl Some setkings are managed by vour swskem administrator,

Ok ] [ Cancel

3. Next, in the same “Internet Options”
window, click on the “Security” Tab,
and in the “Select a zone...” field near

Internet Options

o |

General rivacy | Content | Connections | Programs | Advanced

the top, click on the “Local Intranet” Select a zane po-sisunci-change-gecurity settings.
icon, and then click on the “Sites” @ q 4 ®
L =
bUtton' Internet _ rusted sikes  Restricked
sites

Local intranet
‘»} This zone is For all websites that are =

o found on your intranet,

Security level for this zone
Allowed levels For this zone: Al

Medium-low
- Bppropriate For websites an vour local netwark
(intranet)
- Most conkent will be run without prompting wvou
- Unsigned Activer controls will not be downloaded
- Same as Medium level without prompts

M Some settings are managed by your syskem administrator,

oK ] [ Cancel
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Steps Screen

4. Next click on the “Advanced” button.

'~ | Use the settings below to define which websites are included in
g the local intranet zane,

Automatically detect intranet network,

What are inkranet settings | Advanced | oK H Cancel

5. When the “Local Intranet” screen

displays, in the “Add this website to
the zone:” field, type “*.state.gov” and
“* state.sbu” and click the “Add”

| ‘fou can add and remove websites from this zone, &l websites in
this zone will use the zone's security sektings.,

button for each address. Then select Add this website to the zone:
“Close”. Click on “OK” and then |
“OK” again, to exit Internet Options. Websites:

* state.gov

* skake,shu
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Steps

6. Return to the “Required System
Setup” screen (see illustrations on
right), and under the correct OS , for
Windows click on the “Java” and
“Citrix” items to install them in your
system; and for Mac, click on the
“Citrix” item to install it. Follow the
on screen setup instructions when

installing:

e Install Java (Windows only)
o Install Citrix Plug-In (Windows, Mac)

NOTE to MAC users: to make sure that
pop-up windows are allowed, display the
“Safari’” menu in the browser and
uncheck “Block Pop-Up Windows”. For
Mac instructions, see “GO Quick Guide
for Mac”’, or for more detailed
instructions, “GO User Guide for Mac™.

NOTE: Wait to install “Printing
Software’” until after you have successfully
logged in.

—
)\ U.S. DEPARTMENT=G,
% Global OpenNet

ANNOUNCEMENT: Preliminary testing has shawn thid the Windows § platfarm will support GO acciss, and su
the installation of the citrix plug-in (availabée to download from the GO legan site). however, Matsle Computing is not
curmently equipped 1o diagnos:s Windows & connection dficulties

REQUIRED SYSTEM SETUP

Additional Information
¥ Disable pop-up blocker in your browser (See "HELP™)
¥ User Guides

e i {vaitabil 1o devnlasd fiom this GO logon site), hewever, Mokl Compatmg e
cﬂrmmly equipped mmagnosls Windows 8 connaction Mclﬂlee

REGQUIRED SYSTEM SETUP
v

&

Mac

¥ Install Clorlx Plug-In

Additional Information

¥ Dizable pop-u)
¥ User Guides

p blocker in your browser (See "HELP)

FaSITATIE!

T 3

nrlrlouucsum I"lellmlnary ey has shown that the \Mmiawx 3 platfom will support GO sccess, and suprta
allabion of the cinx.
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1.2.Log In With an RSA Hard Token o @ T

Perform the steps below to initially create your PIN using your RSA Hard Token, and to then
login to the GO system using your PIN plus the RSA Hard Token passcode.

Steps Screen

1. On the GO home page, read and —— el
accept the system authorization and glsb POEPATJ'T't ENT-@RSJ@
consent notice, and then select the /A goal Openiict s

“I agree” button below the notice. Home

GO Message Board
SYSTEM STATUS as of 12/18/2012° No issue to repon.

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platiorm will support GO access, and supports
the nstallation of the citrix plug-in {available to download from the GO logon site}. however. Mobile Computing is not
cumently equipped to diagnosis Windows 8 connection difficulties.

In order to access this system you must read and accept the following system
monitoring consent notice. Please use the scroll bar to the right.

You are about to enter 3 Depament of State computer system of network. Use by
unauthorized persons, of for unauthorized personal business, is prohibited and may
constilule a violation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer

tem or network. All data contained andlor actities pedformed herein may be
monitored, intercepted, recorded, read, copied, or captured in any manner by authorized
personnel. System management personnel o supendscrs may give law enforcement
officials or appropriate Depaniment managers any potential evidence of crime, fiaud, or
amployas misconduct found on this computer system or network, and amployees may
be subject to discipiine for misuse. Furthermore, law enforcement officials may be
authorized to access and collect evidence from this computer system or network, or
from any portable devices that have been connected to this computer system or netwiork,
therefore

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USE!
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS cou ENT TO THIS

MONITORING.
» IF YOU DO NOT CONSENT TO
AUTHORIZED USER PLEASE ¢
» IF YOU ARE AN AUTHOR)
INDICATE YOU AGREE TC

NG, OR IF YOU ARE NOT AN
WSER TO EXIT THE SYSTEM
RESS "I AGREE" TO
ED HEREIN

2. When the Log on page displays, select — gl
S. DE%WIEN%@@;@

the icon corresponding to your : e _
Windows (or Mac) Operating System Global OpenNet .

v
(OS) . ("W Required System Setp | HELP | Check Your Connection Speed

GO Message Board

NOTE: For detailed instructions on

using a Mac system to access GO, see AMOUICTET. i g s o v ot st 0 o s ot
“GO Quick Guide for Mac™, or for e s

more detailed instructions, “GO User

Guide for Mac™

Log on
e =
g &
Windows Mac Kiosk

3. Clicking on the Windows icon will T ———————
bring up the GO Sign In screen, as aR NP RN S Bl
shown on the right. = Gilobal OpenNet

User Name \ |

|
OpenNet Password ‘
PIN + Token Code \
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Steps Screen

4. Now look at your RSA Hard Token; it _.
automatically generates a one-time 6- ;
digit numeric passcode. This token 1 @ 1159 159) |
passcode is automatically N =
regenerated every 60 seconds.

5. After entering your OpenNet User %3\ U.S. DEPARTMENT OF STATI
Name and Password, enter this token - Gilobal OpenNet
passcode only into the “PIN + Token

Code field and select Sign In. Tm— ek |
OpenNet Password |ees¢ssssssss

NOTE: Entering your token passcode e ] R—
without a PIN is valid initially to create

your PIN. Once your PIN is created and
for all subsequent logons, you will need
to enter the PIN + token passcode, as
documented in Step 7 below.

User Name Jane Doe

OpenNet Password EEERRERARRLES

PIM + Token Code ek sk ke

6. You will be prompted to create a new
6 digit PIN. Enter it twice and select
Save PIN.

o the
Instant Virtual Extranet
i) New PIN Required

nal Identification Number (PIN) before you €an sign in. Your PIN should be 4 to & characters long

NOTE: Once you have created your PIN
you will not see this screen again until
your PIN expires, at which time you will
need to create a new unique PIN.

7. Enter your OpenNet Username . —
and Password and in the PIN + Wbk DEEARIMENT GESTATI
Token Code field, enter the PIN =\ Global OpenNet
you just created and the one-time

passcode and select Sign In. User Narme [
| OeenNet Password \m‘

Example: If your PIN is 123456 and [P+ Token cose | |
the passcode displayed is 123456_3 then

you would enter 123456123456 in the
PIN + Token Code field.

NOTE: To continue logging in to GO, User Name Jane Dos
please continue with Section 1.3, Step 5 penkistiEassword RRRRARFARANAR
below. PIN + Token Code ek dedede ek dedede
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1.3.Completing Access to GO with Your RSA Hard Token

To complete access with your RSA Hard Token, you must login with the appropriate PIN and
Token passcode. Perform the steps below to access to the GO System.

Steps Screen

1. Access the GO System by
opening your browser and
entering http://go.state.gov.

@ o |% http:/fgo.state.gov/

H
{
Ty e

e,

2. Read the system authorization N _d
and consent notice, and then - B /A5y U.S. DEPR R'T'MEN'T-@E:S'JTI@

13 7 Global OpenNet
select the “I agree” button i T
below the notice. s T T oo comecion spoei ] e i

GO Message Board
SYSTEM STATUS as of 12/18/2012 No issue to report

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access. and supports
the installation of the citrix plug-in (available to download from the GO logon site). however, Mobile Computing is not
currently equipped to diagnosis Windows & connection difficulties.

In order to accass this system you must read and accept the following system
monitering consent notice. Please use the seroll bar to the right.

You are about to enter a Department of State computer system or network. Use by
unauthorized persons, o for unauthorized personal business, is prohibited and may
constitute a wolation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network Al data contained and/or actiities perormed herein may be
monitored. intercepted. recorded. read, capied, or captured in any manner by authorized
personnel. System management personnel or supenisors may gve law enforcement
officials or appropriate Department managers any potential evidence of crime, fraud, or
employee misconduct found on this computer system or network, and employees may
be subject to discipline for misuse. Futhemmore, law enforcement oficials may be
authorized to access and collect svidence from this computer system or network, or
from any pontable devices that have been connected to this computer system of network.
therefore:

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS
MONTORING

» IF YOU DO NOT CONSENT TO THIS MONITORING, OR IF YOU ARE NOT AN
AUTHORIZED USER PLEASE CLOSE YOUR BROWSER TO EXIT THE SYSTEM

¥ IF YOU ARE AN AUTHORIZED USER AND CONSENT, PRESS 1 AGREE" TO
INDICATE YOU AGREE TO AL IS STATED HEREIN

| agree

[For help. please contact the IT Senice Center (ITSC) al 1-877-246-9493 f you need assistance afler you have completed|
tha installation steps as outlined in the GO User Guides.

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides
U5, Department of State - Gioal Opentiet

3. Once you click on the “I agree” ~— ——
button, the “System Login and S0 U.S. Dﬁpﬁﬂ*eu&e@@
Information” screen appears, as - ge? Global OpenNet o —

shown on the right. Select the =
appropriate icon for your Py

p I an ned Log | n System i n ‘th | S SYSTEM STATUS as of 12/18/2012: Mo issue to report.
l
ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platiorm wil support GO access, and supponts

Case WI n d OWS the installation of the citrix plug-in (available to download from the GO logon site). however, Mobile Computing is not

currently equipped to diagnosis Windows 8 connection diffculties

Log on
'/ =
4 [
el ey s
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Steps

Screen

4. Enter your OpenNet Username,
Password, and the appropriate
pin plus passcode, , and then
click “Sign In”.

(For RSA Soft Token: Enter a
numeric, 6-digit PIN + a
numeric 8-digit RSA Soft
Token passcode.)

@ U.S. DEPARTMENT OF STATE
,__ Global OpenNet

User Name \VDDEJX |

OpenNet Password ‘o-o-o-o-oo-o

PIN + Token Code \ | I

User Name Jane Doe
OpenNet Password ERXEERERRRERR
PIN + Token Code ek sk ok dekok kkk

5. When first accessing the GO
System, users are prompted to
enter their Active Directory
(AD) domain (in DC Metro
area, usually washdc). This
action only needs to be
performed once.

Enter your Active Directory
Domain and select Save
Changes.

©®

6. You will now see the GO
System Desktop Launch Screen.
Select User Desktop to launch
a remote desktop session.

[ Z
T = —
o ki BoanOl
o
—
. 4

7. Also when first accessing the
GO System, users are prompted
to install the “Juniper
SetupClient.cab” add-on. This
action must only be performed
once. Next, click ""Always™ if
prompted to complete the
installation.

June 25, 2013
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Steps

Screen

8. The User Desktop will now
launch (the first time may take
up to 5 minutes — be patient!);
thereafter the Desktop may take
up to 30 seconds to display,
depending upon your
connection). You may now
access applications either from
the Start menu or from the User
Desktop itself.

NOTE: The initial GO desktop will
display with only the Recycle Bin.
You may customize by adding
application icons and changing
some of your desktop settings as
you would your Windows desktop.

9. Your desktop operates in the
same way as your OpenNet
desktop. Select the Start menu
to display all available
applications.

June 25, 2013
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Steps

Screen

NOTE: It is very important to Log
Off properly after using the GO
system. Always ““Log Off” using
both Step 10 and Step 11.

10. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off button
in the Start menu (lower
left).

11. Second, to end your remote
session, click on the “Log Off”
button on the upper right, as

shown in the figure on the right.

A\

Always use the “Log Off”
button to terminate a session.

June 25, 2013
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1.4.Mapping a Network Drive

Your H (Home Directory) network drive should already be available. However, if after following
steps 1 and 2 below to check mapped drives, the additional drives you need do not appear,
proceed with mapping. You will need the correct network drive path. When asked to select a
drive letter, you can select any available letter from I thru Z.

IMPORTANT: Before you attempt to “map” to a network drive, you will need the correct drive
path, which you can obtain while logged on to your office OpenNet computer. To do so, right
click on “My Computer” and then click on “Explore”—the Network Drives will be listed on the
right, with the path included:

Example: If the path shown is:
POL on ‘dosintus.domain.state.sbu\tappublic$\Officeshare$’ (P:)

The network drive path you would type to map your network drive in GO is:
\\dosintus.domain.state.sbu\tappublic$\Officeshare$\POL

SUGGESTION: Once you know the network drive path(s) to your additional office share(s)
etc., you can email yourself your drive path/network share path, and when opening the email up
in GO, you will have the drive path available to copy/paste when mapping your network drive
while in GO. Otherwise, if you are not sure what drive path to use, please obtain the correct path
from your local IRM systems staff or local system administrator, prior to attempting to map to
additional network drives.

NOTE: Drive letters A —H are reserved for system mapping and should not be used.

Steps Screen

1. From your GO published desktop,
click on “Start”, and then click on 2
“DOCUI’nentS" '@ Inkernet Explorer 4

2 Windoy g et
¥ 2Z| Micrasoft office Word 2007 D

L-_ Remote Deskiop Connection 3
=4

3 All Programs
||Search programs and Files EJ Log off >|

L start
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Steps Screen

2. When the screen shown to the
right displays, click on
“Computer”, and a list of
mapped drives will display on the
right side under “Network
Location”. Check to be sure the
drive you require is not already
mapped.

EEGONAPOIITON  Doman: mosrvces.siatesty  Memory: 72060
Pracessor: sl o) CU

- - 1 1] -l I
3. Next, right click on “Computer 8 Downloads &7 575 Gt fres of 556 Ga
and click on “Map network i Recant Places « Netmork Location 1)

drive” -,
&, Local Disk (C1) Collapse Ftirmuserﬂs

[ Mew Volume (D) Open in new window
S ChhumC ('l,'I,BSGCCI

Map network drive. .. |

LASConiech MetNarE arivie, ..

G‘ﬂ Metwark
Add a network: location

Delete
Rename

Properties
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Steps

Screen

4. GO should automatically map
users to their Network Drive/
folder that they use at work.
However, if your personal H: drive
is not available, or you wish to
connect to additional folders for
common Office Files etc., follow
these steps:

e Select a drive letter that has
not been used. (Drive letters A
— H are reserved for system
mapping and should not be
used when mapping additional
drives.)

e Type in the network path to
the drive on the Folder field
(the path in the screen on the
right, *dosintus.do-
main.state.sbu\tappublic$\Offi
cshare’, is only an example).

e Check the “Reconnect at
logon” box if you want this
drive to automatically map
every time you are logged into
GO.

e Then click Finish.

',’, Map Hetwork Drive ll

O q’; Map Network Drive

‘What network folder would you like to map?

Specify the drive letter for the connection and the folder that you want to connect to:

Drive: Ei j

Folder: I I\\dns\ntus.dn-mam‘state‘shu\tappuhth\Officsharj I Browse...

Example: \\server\share

I~ Connect using different credentials

Connect to a Web site that you can use to store your documents and pictures.

5. Your mapped network drive
should now appear under the
“Network location.”

G(_)v L’"" ~ Camputer =

Organize =  System properties  Uninstall or change a program  Map network drive  Open Control Panel

- t‘iﬂll Search Computer

[]r]
ol

= Hard Disk Drives (2)

¢ Favorites
Bl Desktop Local Disk (C:) Mew Volume (D:)
- ] oy [
4 bawnioads 33.5 GE free of 59.6 GB oW THTcEfreeof O GE
% Recent Places
y  Network Location (2)
B Computer ChhumCx e software (1jonewashdonail) (Z:)
- '_, o (lesocoeentaplOolimuserfisada) (... L
i Local Disk (C:) ._}/ ..;V 19,9 5B froc of 45,0 6B

(o Mew Wolume (D:)
& chhumCs {ilesorosen
£ software (Ylonewashd

€ Network
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1.5.Connecting to a PST File

In order to connect to a PST file, which is a Personal Folder file (.pst) in Outlook, you should
have available the path to your Network folder and the location of your PST files. The path to
your Network folder may be needed if it was not automatically mapped when accessing GO.

Important: Refer to section “1.4 Mapping a Network Drive” above for information on obtaining
the drive path/network folder path required by using your office Desktop computer. Otherwise

contact your system administrator.

2. Click on “Tools” then scroll
down and click on “Account
Settings...”

Steps Screen
l. From yOUI’ GO Desktop Iaunch [ Inbax - Micrasoft Outloal
Microsoft Outlook. Ble Edt View Gof| Toah | Actions Help
Bilew - | g 23 X send Receive b
o Instant Search »
Mail ;

Favorite Folders Address Book...  Ctrl+ Shift+B

[ “jInbox 200} Y Organige
[ SentItems [£1 Rules and Alerts...
Mail Folders

2] Al Mail Ttems

Out of Office Assistant...

Mailbox Cleanup...

EJ 557 Mailbox - Chihum, Cf @ Empty "Deleted ems” Falder

Files” tab and click on
“Add...”

3 Citrix
@ Deleted Items (1] @ Recover Deleted Items...
L7 Drafts [10] Earms 3
5 Inbox 200 - \
[ INFO Iacra b
L gl Junk E-mail TR B
3 M
3. From the “Account Settings”
dialog box, click on the “Data Data Files

Dutlaok Data Files

‘E-mal DataFiles | Rss Feeds | sharePaint Lists | Internet C

S Settings... @@ Setas Default X Remow

| Filenarne
hwm, Charlie = Mok available

4. Highlight the “Office Outlook
Personal Folders Files (.pst)”
and click “OK” to continue.

New Outlook Data File =l

Types of storage;
L Office Dutlook Personal Folders File | pst) |

Description

Provides more storage capacity For items and Folders,
Supports multilingual Unicode data, Mok compatible with
Outlaok 97, 98, 2000, and 2002,

o4 I Zancel
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Steps

Screen

5. A “Restrictions” warning box
may appear at this point.
Ignore this warning and just

click OK.

\I This operation has been cancelled due to restrictions in effect on this computer. Please contact your
' gystem administrator.

To select an existing PST file
from your home drive, scroll
down and select your mapped
home drive on the left side of
the panel. Once your drive is
selected, you can see all of your
files on the right side of the
panel. Highlight and select your
PST file and click “OK.”

”Ereate or Open Outlook Data File
=
e\ Jv |~f’ - Comp... - ChhumnCH (Yesocoeentaptd,., - - @ I Search ChhumCH ()

Organize *  Mew folder
:I Mame « | Date mi
3 Libraries [ 41201
¥ Dacuments WMWARE Request 711320
,J'. Music
WINDOWS 2j10f20
=/ Pictures
B videos L] BarkupEmail 4701
[# Deltek Time & Expense - Login 10/14fz
1™ Computer [#l] =G Enterprise 4.2.1 7lajlz01
&, Local Digk. (C:)
b Yohme (D:)
I "y ChhumCX {iiesocosentapll I 51, SOFCU Home w2120
(] test 1jz7j2C

G‘j Metwark

= wahDaSs

i |

andiar

hd

File name: I Personal Foldersi1)

Save as bype: IPersDna\ Folders Files

Tools -

* Hide Fnldersl

7. Click “OK” again to accept this
PST file. And finally, click
“Close” to exit.

Personal Folders

General |

Marne: |Persuna| Folders

Filenarme: | H:\Personal Falders(1).psk

Farmat: I Personal Folders File

Change Password. .. |
Cornpack Mow |

Changes the password used to access
the personal Folder File

Reduces the size of vour personal
Folder File

Commenkt

Cancel Al

June 25, 2013
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Steps Screen

8. Click “Add” again if you want x|

H H Data Files
to add an additional PST file, ok Dt s
H 113 7

or click “Close” to go back to

OUthOk. E-mail DataFiles IRSS Feeds | SharePoint Lists | Internet Calendars | Published Calendars | Address Books I
Ty Add... Settings... a Set as Default )( Remove (=) Open Folder..,
Marne | Filename: ‘ Zomment |
Mailbox - Chhum, Charlie % Mot available Default
Personal Folders Personal Folders{1).pst in H:

Select & data file in the list, then click Settings Far mare details or click Open Folder to display the Tell Me More. .. |
folder that contains the data file, To move o copy these files, you must first shut down Outlook.

I Close

= CEIIUIIAL T IS = VI 3L Ly

9. You should now see your
mapped PST file on the Mail
Folders in Outlook on the left

File Edit WView Go Tools

Sdblew - | 5 23 X | Sk Reply

panel. Mail “||=
Favorite Folders % | searc
Lﬁ] Inbox (2000 =
L—7 Sent Items
| Mail Folders I = = m
O] Al Mail Items g =
=] @ Mailbox - Chhum, CF =R
3 Citrix =
(] Deleted tems (3) fi
(7 Drafts [10] =
L_T:] Inbox (200) |Received: Mon
C3 IMFO Subject: from 1
g Juni E-mail RguerRointidoc
- Size: 2 MB
£ Mc
=) Outbox
L) RSS Feeds
3 scomMm

L= sentItems
L& Search Folders
4 Persanal Folders

L~ Mail
:ﬁ Calendar F

8= cantacts R
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1.6. GO System Log-off

It is very important to Log Off after using the GO system. Otherwise, the session will remain
open in the system, tying up servers and blocking access for others, and possibly compromising
security. There are two important steps to complete Log Off, as shown in Step 1 and Step 2
below. Always “Log Off”” using both of these two steps, in the order and the manner shown.

Steps Screen

1. First, to log out of the User
Desktop, you must use the
following method:

1. Click on the Log off
button in the Start
menu (lower left).

2. Second, to end your remote
session, click on the “Log
Off” button on the upper
right, as shown in the

figure on the right.
2 Uiiﬁtm
= e F o = iz
Always use the “Log Off” s P e
button to terminate a e e e et
session.
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Steps

Screen

3. The GO Home Page screen
shown here is displayed to
confirm the successful exit
from the GO system.

4. Close the GO Home Page,
by selecting “Close Tab”
from the File menu, or
clicking the X in the upper
right of the screen.

SYSTEM STATUS as of 12/18/2012: No issue to report.

ANNOUNCEMENT: Preliminary testing has shown that the Windows 8 platform will support GO access, and supports
the installation of the citro plug-in (available to dowmload from the GO logon site), however, Mobile Computing is not
cumently equipped to diagnosis Windows 8 i

GO Message Board

In order to access this system you must read and accept the following system
monitoring consent notice. Please use the scroll bar to the right.

You are about to enter a Department of State computer system or network Use by
unauthorized persons, or for unauthorized personal business, is prohibited and may
constitute a vielation of 18 U.S.C. 1030 and other Federal law, as well as applicable
Department policies and procedures

You have NO REASONABLE EXPECTATION OF PRIVACY while using this computer
system or network. All dala contained andfor actiities perdormed herein may be
monitored, intercepted, recorded, read, copied, or captured in any manner by authorized
pe System 4 p of Sup may give law enforcement
officials or appropriate Department managers any potential evidence of crime, fraud, or
employee misconduct found on this computer systam or network, and employees may
be subject to discipline for misuse. Furtthermore, law enforcement officials may be
authorized to access and collect ewdence from this computer system or network, or
from any portable devices that have been connected to this computer system or network,
therefore

» USE OF THIS COMPUTER SYSTEM OR NETWORK BY ANY USER
AUTHORIZED OR UNAUTHORIZED, CONSTITUTES EXPRESS CONSENT TO THIS
MONITORING.

¥ IF ¥OU DO NOT CONSENT TO THIS MONITORING, OR IF YOU ARE NOT AN
AUTHORIZED USER PLEASE CLOSE YOUR BROWSER TO EXIT THE SYSTEM

» IF YOU ARE AN AUTHORIZED USER AND CONSENT, PRESS "I AGREE" TO
INDICATE YOU AGREE TO ALL THE CONDITIONS STATED HEREIN

June 25, 2013
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1.7.Install Printing Software

1.7.1.Install Printing Software for Windows

After successfully logging into the GO system, you can then install the printing software. The
GO user can install printing software for Windows-based computers from the same “Required
System Setup” page. Printing software for Mac is discussed in Section 1.7.2.

Steps

Screen

1.

When you bring up
“Required System Setup”
from the GO home page
(http://GO.State.Gov), click
on “Install Printing
Software” under the
Windows icon.

.

el
u.s. DEPARa'ﬁMEN-T-@

Global OpenNet
e . o
IHm Required System Setup HELP

GO Message Board

‘

User Guides

Check Your Connection Speed

SYSTEM STATUS as of 12/21/2012: No issue to report.

ANNOUNCEMENT: * Starting on 12/19/2012, IRM has updated the look and layout of GO for ease of use and
functionality. We hope you like the new look.

* Preliminary testing has shown that the Windows 8 platform will support GO access and supports the installation of
the Citrix plug-in (available to download from the GO logon site). However, Mobile Computing is not currently equipped
to diag| Windows 8 ion difficulties_

REQUIRED SYSTEM SETUP

o

b Install Java

Additional Information

P Ensure TLS v1.0 is enabled in your browser (See "HELP")
» Allow pop-ups from * state gov in your browser (See "HELP")
b User Guides

For help, please contact the IT Senice Center (TSC) at 1-877-246-9493 if you need assistance after you have completed
the: 1 steps as outlined in the GO User Guides.

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides.
U.S. Department of State - Giobal Openiiet

When the “Do you want to
run or save this file?”
screen appears, first click on
“Save” and “Save the
ScrewDrivers Client” to
your system locally, then
click on Run.

File Download - Security Warning

Do you want to run or save this file?

| Name: ScrewDrivers Client v4 (ica only).msi
Eé Type: Windows Installer Package, 1.87MB
From: go.state.gov

[ Cancel

While files from the Intemet can be useful, this file type can
"-/ potentially ham your computer. If you do not trust the source, do not
= run or save this software. What's the risk?

June 25, 2013
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http://go.state.gov/

Steps

Screen

3. When the “Run - Don’t
Run” window displays,
click on the “Run” button.

Internet Explorer - Security Warning [
Do you want to run this software?

| B

Name: ScrewDrivers Client v4 (ica only)

Publisher: Tricerat inc.

E] Mare pptions [ Run [ Don't Run

[ a] While files from the Internet can be useful, this file type can potentially harm
&/  your computer. Only run software from publishers you trust. What's the risk?

clicking on the “Finish”
button.

6. After finishing the
installation successfully,
printing is enabled in the
GO system from the
workstation.

4. The InsallShield Wizard 14 ScrewDrivers Client vé Gica only) - InstallShield Wizard =
will d |splay a Progress Installing ScrewDrivers Client v4 (ica only) \
screen. The program features you selected are being installed.
gﬂl Please wait while the InstallShield Wizard installs ScrewDrivers Client v4 (ica
only). This may take several minutes.
Status:
[— | —) R
allShield
5. Confirm the installation by 1) ScrewDrivers Client v4 (ica only) - InstaliShield Wizard 5|

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed ScrewDrivers
Client v4 (ica only). Click Finish to exit the wizard.
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1.7.2.Install Printing Software for Macintosh

After successfully logging into the GO system, you can then install the printing software. The
GO user can install printing software for Macintosh computers from the same “Required System

Setup” page.

NOTE: For complete instructions on using a Mac system to access GO, click on the following
link: “GO User Guide for Mac”.

Steps

Screen

1. When you bring up
“Required System Setup”
from the GO home page
(http://GO.State.Gov),
click on “Install Printing
Software” under the MAC
icon.

~ -

)\ U.S. DEPARBVIENT=ORSTATEN

e Global OpenNet
[T Reauired System Setup  [JEE3

T

User Guides

Check Your Connection Speed

GO Message Board

SYSTEM STATUS as of 12/21/2012: No issue to report.

ANNOUNCEMENT: * Starting on 12/19/2012, IRM has updated the look and layout of GO for ease of use and
functionality. We hope you like the new look.

* Preliminary testing has shown that the Windows 8 platform will support GO access and supports the installation of
the Citrix plug-in (available to download fram the GO logon site). However, Mobile Computing is not currently equipped
to diagnosis Windows 8 connection difficulties

REQUIRED SYSTEM SETUP

&

Mac

b Install Citrix Plug.In

P Install Printing Software

Additional Information

} Disable pop-up blocker in your browser (See "HELP")
b User Guides

For help, please contact the IT Senvice Center (TSC) at 1-877-246-3493 if you need assistance after you have completed
the steps as outlined in the GO User Guides.

Home | Required System Setup | HELP | Check Your Connection Speed | User Guides
U.5. Department of State - Global Openhist

2. Double click on the
"Double Click to Install"
box to install
ScrewDrivers v4.

— ScrewDrivers v4 Client Install

[a]» = wm
¥ DEVICES r
12l Macintosh HD
B wisk
(0 Remate Disc

¥ PLACES
A peskrop
ﬁ mierrufing
o hoplications
[ Documents
¥ SEARCH FOR
i.) Today
1) Yesterday
1) Past ek
(] A Emages
(A Movies
m All Documents

© | 3% Y

Double Click to Install

Haga doble clic para instalar

Doppeltes anzubringen Klicken

Llip Bt b | e B v A
g Double ciic & installer

Doppio scatto da installare

ScrewDrivers vd
for Mac ...nlyj.pl

Citrix Client
Downloads

Support | triCerat
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http://eegoweb1w.state.gov/ive/GO_User_Guide_for_Mac_Public.pdf
http://go.state.gov/

Steps Screen

3. CIICk llcontlnue" to el « Install ScrewDrivers v4 Client
proceed beyond the Welcome to the ScrewDrivers v4 Client Installer
Introductlon WII’]dOW N\ Welcome to the ScrewDrivers v4 for Mac client installer.

@ Introduction
® Read Me

® License f'
@ Destinatian Selg_it
® Installation Type

@ Installation

M RyRamary
E . —_—
Go Back | (_Continue )
4. Click "Continue" agaln to anon ‘o Install ScrewDrivers v4 Client
proceed beyond the Read Important Information
Me information WlndOW \ ScrewDrivers v4 Client for Mac (ica only) README

& Introduction :
Requirements

© Read Me
* Intel based Mac running 10.5x or 10.6.x.

4 * Citrix Online plug-in (full or web only) 11.0,11.1, 0r11.2

* ScrewDrivers 4.5.8.0 or higher, or Simplify Printing 5.3.1 or higher

@ License

@ DestinatjioniSelaft
!

® Installagibn Type ?;;g?;’olfg
® Installation * Fixed error in preference pane log levels. Removed dead on date.
* Open beta

oMymmary S50
s e = a > 11/06/2010
) - * Corrects issue where install_ica is not run during install, leaving the
5D plug-in not enabled.
* System PreferencePane for SD can enable/disable logging, repair
5D installs and detect install issues.
* Plug-in requires SD Server 4.5.6.66 or higher to build printers.
* Logging now requires an entry to the Modules file, not just the
| existence of the log file.

* Client has an expiration date of January 10, 2011 at 0:00 UTC 2
v
( Print... ) [ Save.. ) | GoBack | Continue | |
5 Cllck "Contlnue" to (NN w Install ScrewDrivers v4 Client
proceed beyond the End Software License Agreement
User License Agreement _ _ (English B
R . © Introduction
information. el O END USER LICENSE AGREEMENT 0
© License £ IMPORTANT - READ CAREFULLY: BY DOWNLOADING,
) INSTALLING OR RECEIVING THIS SOFTWARE OR OTHER
® Destinatjon 59“?.“ MATERIALS PROVIDED BY TRICERAT, INC. (“TRICERAT"), YOU

ACKNOWLEDGE THAT YOU HAVE READ THIS END USER LICENSE
AGREEMENT (“AGREEMENT"), THAT YOU UNDERSTAND IT, AND
® Installation THAT YOU AGREE TO BE BOUND BY ITS TERMS. TRICERAT IS

| WILLING TO LICENSE THE LICENSED TECHNOLOGY (AS DEFINED
HEREIN) TO YOU OR THE ENTITY FOR WHICH YOU ARE
INSTALLING THIS SOFTWARE (“LICENSEE") ONLY UPON THE
CONDITION THAT LICENSEE ACCEPTS ALL OF THE TERMS AND
CONDITIONS CONTAINED IN THIS AGREEMENT. IF LICENSEE
DOES NOT AGREE TO THE TERMS AND CONDITIONS OF THIS
AGREEMENT, THEN LICENSEE SHOULD PROMPTLY EXIT THIS
PAGE WITHOUT DOWNLOADING, INSTALLING OR RECEIVING
THE LICENSED TECHNOLOGY.

® Installagion Type

M Symmary

| 1
3

L Definitions. v

( print.. ) ( Save.. ) (" GoBack | ( Continue )
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Steps

Screen

6. Select "Agree" to affirm
compliance with the
license agreement and
continue with the

To continue installing the software you must agree to the terms
of the software license agreement.

Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.

installation. (' Read License ) ( Disagree )| Agree )
7. C||Ck on "I nsta”" to CESKS) w Install ScrewDrivers v4 Client
proceed with the Standard Install on “Macintosh HD”
installation. _ _
© Introduction
© Read Me This will take 3.7 MB of space on your computer.
© License Click Install to perform a standard installation of
© Destination Select this software for all users of this computer. All
¥ users of this computer will be able to use this
© Installation Type software.
Installation
M Symimary '.‘ .....
y ( GoBack | ( Install
8. You will be prompted to
enter your password to Type your p d to allow Installer to make
A h g
allow the Installer to g e
proceed. Enter password o=
and click "OK." Name: | Username
Password:
- Details
® [ Cancel | Ly |
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Steps Screen

9. If successful, the window 600 - Install ScrewDrivers v4 Client
shown here will d|5p|ay The installation was completed successfully.
Click "Close" to complete \
the installation.

ScrewDrivers v4 for Mac is now installed. If you are running Citrix 11.2
and have added desktops via Dazzle, you must remove and re-add
those desktops to enable ScrewDrivers. Published applications and
desktops accessed via the web interface are enabled at the next logon.

& Introduction

© Read Me

© License £

© Destination Select

@ Installation Ty;:e

© Installation
L@ Summary

[ -
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